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=== (] THE CHALLENGE

Making Al risk measurable

Al-related risks are complex, fast-evolving, and often misunderstood even among experienced executives.
Many CISOs and risk leaders struggle to justify the cost of new Al-specific controls when the business is still
learning how Al systems function. Yet the risks are real and growing. The challenge lies in translating
technical conversations about model behavior and attack vectors into a language of risk and financial
impact that boards understand — making Al risk measurable, explainable, and defensible in business
terms.

== PUT A DOLLAR VALUE ON CYBERSECURITY RISK

The FAIR-AIR (Factor Analysis of Information Risk — Artificial Intelligence Risk) framework extends the
FAIR™ model — the gold standard for quantifying cyber risk — into Al governance, security, and
compliance. It translates Al threats like prompt injection, data leakage, and bias into financially grounded
estimates, so leadership can make data-driven investment decisions. FAIR-AIR analyzes two dimensions:

Loss Event Frequency Loss Magnitude

How often a given Al-related loss event might occur. The potential financial impact if such an event occurs.

LEF x LM AL

LOSS EVENT FREQ. LOSS MAGNITUDE EXPECTED ANNUAL LOSS

Combining these yields the Expected Annual Loss (EAL) for a specific Al use case, letting organizations
prioritize mitigations by ROl and risk reduction.
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=== (02 METHODOLOGY

The FAIR-AIR five-step process

A repeatable path from ambiguous Al risk to a defensible, ROI-ranked treatment plan.

1 Contextudlize
Define which Al risks you're evaluating and why they matter. Clarify the business context, identify key Al risk

vectors (e.g., data leakage, model misuse), and determine the scope of what needs mitigation.

5 Scope
Map each Al risk scenario to its potential attack surface and impact pathway. Identify how, where, and by whom
threats could occur, and translate this into a clear, actionable risk statement.

3 Quantify
Use data-driven methods to assign likelihoods and financial impacts to each event. Evaluate these within Loss
Event Frequency and Loss Magnitude to establish a quantitative basis for comparison.

a Prioritize / Treat
Rank risks by potential impact and probability, focusing on the greatest exposure. Select mitigation controls or
guardian agents that reduce risk most efficiently, balancing cost and effectiveness.

5 Decision Making

Consolidate quantified findings to support executive and operational decisions. Define treatment plans, assign
accountability, and integrate guardian-agent investments into strategic Al risk management for measurable ROI.
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=== (03 A PRACTICAL APPLICATION

FAIR-AIR in practice: a customer-facing investment
chatbot

We examine how Al guardian agents change the risk profile of an Al-powered investment chatbot in
financial services.

Al Guardian Agent. A security and governance mechanism that continuously monitors prompts, responses, and
user or agent interactions with the foundation model — identifying adversarial or policy-violating requests and
automatically containing or blocking them in real time.

WE COMPARE THREE SCENARIOS

No Guardian Agents Strong Guardian Agents Strong + Explainability

The system operates Active detection and The same protections
without real-time blocking of known risky or enhanced with transparent,
monitoring or automated non-compliant traffic. traceable reasoning for each
blocking. event — improving

auditability and regulator
confidence.

This focused use case lets us isolate the quantitative impact of implementing guardian agents.
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=== (04 GROUNDING THE MODEL IN REAL DATA

Anchored in the 2025 IBM Cost of a Data Breach
Report

Every scenario — from no guardian agents to fully explainable controls — is grounded in verifiable financial
outcomes from the IBM study.

LOSS MAGNITUDE (LM) METRICS

$1 0.22M U.S. avg breach cost ~$.I .9M Saved per incident

$4.44M globally; $10.22M in the U.S. sets the Al-driven security automation cuts cost ~$1.9M per
baseline loss magnitude for financial institutions. incident and contains breaches ~80 days faster.

25091 70d Containment time 58% Breaches with PII

250 days without automation vs. 170 with it — the Share of breaches containing customer PIl —
speed gain from real-time guardian agents. defining the magnitude of data-exfiltration risk.

LOSS EVENT FREQUENCY (LEF) METRICS

o [}
13/0 Alincident prevalence 17/0 From prompt injection 60— Risk reduced by
controls
of organizations reported a of Al model security events 80%
security incident involving an stemmmed from prompt-

L N Al-based detection and
Al model or application. injection attacks.
response reduces Al-related

incident frequency by 60-80%.
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== (05 PROCESS IN ACTION
01 Contextualize

Large US retail bank

o CrANIUM

~20M customers* ~$400M

International presence; Al-powered investment chatbot Connected to personal, transactional, and investment data;

delivering personalized financial advice.

REGULATORY SCOPE

~$400M annual business value.

SEC, FINRA, OCC, FDIC, and Federal Reserve Al-governance guidance; CFPB for consumer protection; and

the EU Al Act for cross-border transparency and explainability requirements.

02 Scope

We focus on prompt injection — the largest threat vector per the IBM study — where malicious input

manipulates the model into ignoring its instructions or revealing sensitive information. Four risk scenarios

result:

RISK CATEGORY

Data Exfiltration

Unauthorized Actions

Reputation Harm

Regulatory Non-Compliance

RISK SCENARIO

Attacker manipulates the chatbot or LLM to extract confidential customer or
investment data (balances, transaction history, PlI).

Attacker drives the model to execute actions or transactions it should never perform
on a customer's behalf.

The model gives incorrect, misleading, or biased advice — triggering complaints and
media scrutiny.

Failure to meet SEC, FINRA, OCC, or EU Al Act standards for explainability, auditability,

or suitability of advice.
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03 Quantified Risk

ANNUALIZED LOSS

Each likelihood and impact assumption traces directly to IBM's 2025 data on breach frequency, automation,

visibility, and governance. Full derivations appear in Appendix A.

SCENARIO 1 - NO GUARDIAN AGENTS — BASELINE

RISK CATEGORY LIKELIHOOD IMPACT / INCIDENT
Data Exfiltration 15% $10M
Unauthorized Actions 12% $oM
Reputation Harm 20% $8M
Regulatory Non-Compliance 8% $10M

Total — .

SCENARIO 2 - STRONG GUARDIAN AGENTS

RISK CATEGORY LIKELIHOOD IMPACT / INCIDENT
Data Exfiltration 6% $8M
Unauthorized Actions 5% $7M
Reputation Harm 8% Y
Regulatory Non-Compliance 5% $8M

Total — —
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EAL

$1.5M

$11M

$1.6M

$0.8M

$5.0M / year

EAL

$0.48M

$0.35M

$0.48M

$0.40M

$1.7M / year

o CrANIUM
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SCENARIO 3 - STRONG, EXPLAINABLE GUARDIAN AGENTS

RISK CATEGORY LIKELIHOOD
Data Exfiltration 2%
Unauthorized Actions 2%
Reputation Harm 2%
Regulatory Non-Compliance 1%
Total .

Expected annual loss by maturity level

$5.0M

$1.7M

No Guardians Sjuge]ple]
baseline -70%

$5.0M -70%

High exposure; no real-time Real-time blocking of risky traffic;
detection; vulnerable to prompt improved containment; partial
injection and regulatory penalties. regulatory coverage.
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IMPACT / INCIDENT

$4.8M
$4.2M
$3.6M
$5.2M
$0.3M
L )

Explainable
-94%

94%

Adds transparency, auditability, and

EAL

$0.10M

$0.08M

$0.07M

$0.05M

$0.3M / year

faster response; strengthens

regulatory trust.
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o4 Prioritize / Treat

Comparing the options side by side.

METRIC NO GUARDIANS STRONG EXPLAINABLE
Expected Annual Loss $5.0M $1.7M $0.3M
Reduction vs Baseline — -70% -94%
Regulatory Exposure glle]al Moderate Low
Max Implementation Budget — $1.65M $2.35M

os Make a Decision

A strategy targeting year-one ROl of 100% lets the organization invest up to its expected annual savings in
guardian-agent deployment — recovering full cost within the first year. These budgets are upper limits; any
solution costing less only improves ROI.

MAX BUDGET - STRONG GUARDIAN AGENT MAX BUDGET - STRONG + EXPLAINABILITY

$1.65M 2.35M

2026 CRANIUM - SECURE & GOVERN ENTERPRISE Al

09



THE ECONOMICS OF Al DEFENSE e CRmnlUl A

== (06 KEY TAKEAWAYS

Five takeaways for risk leaders

Al risk must be translated into business terms

1
CISOs need to communicate technical Al threats like prompt injection and model misuse in measurable financial
outcomes, aligning cybersecurity with business priorities.

5 Real-time detection is a game changer
Guardian agents that actively monitor and block risky traffic in real time directly reduce both the frequency and
impact of Al-related incidents.

3 Explainability drives regulatory trust and speed
Transparent guardian agents let teams understand why detections occur — accelerating incident response and
satisfying regulators under SEC, FINRA, OCC, and the EU Al Act.

a The quantitative payoff is substantial
The model shows up to 94% total risk reduction with explainable guardian agents — cutting annualized exposure by
more than $4.7M.

5 It's a strategic imperative

Integrating real-time, explainable guardian agents into model-risk frameworks (SR 11-7, OCC Bulletin 2023-17)

transforms Al risk management from a cost center into a value driver.
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=== (7 APPENDIX A

Quantitative assumptions & derivations

o CrANIUM

Each likelihood and impact derives transparently from the IBM 2025 dataset. Summary of scenarios:

SCENARIO

No Guardians

Sjige]gle]

Explainable

Derivations draw on IBM's 2025 Cost of a Data Breach Report, MITRE's 2024 Al Assurance Framework, and NIST's Al RMF. Figures are rounded to

RISK CATEGORY

Data Exfiltration

Unauthorized
Actions

Reputation Harm

Regulatory

Data Exfiltration

Unauthorized
Actions

Reputation Harm

Regulatory

Data Exfiltration

Unauthorized
Actions

Reputation Harm

Regulatory

LIKELIHOOD

13%x17%x60%x*10 -
15%

13%%31%x3 = 12%

13%x65%%2.3 = 20%

13%x32%x2 = 8%

15% x 0.4 = 6%

12% *x 0.4 = 5%

20% x 0.4 = 8%

8% x 0.6 = 5%

6% x 0.3=2%

5% x0.3=2%

8% x 0.3 =2%

5% x0.2=1%

avoid false precision while preserving IBM's proportional ratios.

2026 CRANIUM - SECURE & GOVERN ENTERPRISE Al

IMPACT

$10.22M - $10M

$10M x 0.9 = $9M

$10.22Mx0.3%x2.6 =
$8M

$10.22M » $10M

$10M - $2M = $8M

$9M - $2M = $7M

$8M - $2M = $6M

$10M - $2M = $8M

$8M x 0.6 = $4.8M

$7M x 0.6 = $4.2M

$6M x 0.6 = $3.6M

$8M x 0.65 = $5.2M

RESULT

Baseline financial-sector breach

Disruption from compromised
APIs

Brand loss and churn

Co-occurring remediation costs

Automation reduces exposure
60%

Automated access controls

Containment & monitoring

Less automation effect

40% faster containment

Improved validation precision

Faster comms & containment

35% better audit efficiency



THE ECONOMICS OF Al DEFENSE e CRmnlul [

== (08 CONCLUSION

From cost center to value driver

The FAIR-AIR framework bridges technical Al risk and executive decision-making by translating complex

security, compliance, and governance issues into quantifiable financial terms.

As the investment-chatbot use case demonstrates, deploying explainable Al guardian agents delivers not
only measurable reductions in risk, but clear, defensible ROl within the first year. By grounding decisions in
data and aligning mitigation with regulatory expectations, organizations transform Al risk management
from a cost center into a value driver.

Explainable guardian agents are no longer optional — they are the foundation for trustworthy, resilient, and
financially sound Al systems.

4%, $4.7M+ <lyr

Annualized exposure removed in Full cost recovery at a 100% year-one

Total risk reduction with explainable the modeled use case. RO target.

guardian agents.
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